Sending an encrypted email with PGP

Section 1 – Instructions for Outlook users.
Note: This section only applies to those users who have a licensed copy of PGP. PGP will automatically encrypt transmitted emails.

1. Open Outlook.
2. Click New (Email Message).
3. Attach your report.
4. Write Report Keyword ‘STR’ or ‘LCTR’ on the subject line.

5. Click ‘Options’, From ‘Sensitivity’ Select ‘Confidential’.
6. Send it to reports@fintraca.gov.af 
Section 2 – Instruction for Web-mail users such as hotmail or yahoo.

1. Importing a Key to PGP Desktop (Performed only once).

2. Creating a PGP Zip.

1. Importing a Key to PGP Desktop
· For sending encrypted reports to ‘reports@fintraca.gov.af’, you will need to import ‘reports@fintraca.gov.af’ public key to your PGP Desktop.
· Public key for ‘reports@fintraca.gov.af’ will be sent to you by e-mail.
· Open PGP Desktop.

· Click ‘File’ and then click ‘Import…’
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· Browse for the key and click open (in this demonstration ahmadfaiq@fintraca.gov.af).
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· When you see a dialogue box saying Select Key(s), select your desired key and Click ‘Import’.
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· You now have the public key for the email.
2. Creating a PGP Zip.
· Open PGP Desktop

· Click ‘New PGP Zip’
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· Add ‘reports@fintraca.gov.af’ by clicking ‘Add Recipients’.
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· Click ‘Add Files’.
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· Browse for the report file and click ‘Open’.

· When you are done adding files, click ‘Save’.
· Name your PGP zip (A PGP zip can be named anything) and select a save location for your PGP Zip and then click ‘Save’.

· Attach the PGP zip to your email.

· Write Report Keyword ‘STR’ or ‘LCTR’ on the subject line.

· Send it to reports@fintraca.gov.af 
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