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Financial Transactions and Reports
Analysis Center of Afghanistan

Electronic Communications Agreement
Parties to Agreement:  This agreement is entered into by the FinTRACA as represented by its Analysis Manager and __________________________________________ as represented by __________________________ for the purposes of establishing the terms of electronic communications between these two parties.

Scope of Agreement:  This agreement will govern the electronic communication between the two Parties of all material allowed or required by AML law of Afghanistan (e.g. reports, requests, responses to requests) and, in general, all cases where the information exchanged is of a sensitive nature or where reliable identification of either or both parties is necessary.

Duration of Agreement: This agreement shall be in force until either party formally notifies the other of its withdrawal.

Reliability of Agreement: This agreement shall be reliable, so long as the Terms of Agreement are adhered to, for all cases where identification of either party is required for the purposes of communication of information or when the privacy and integrity of information is required to be protected or when the parties’ participation in an exchange of information needs to be irrefutably established.

Identification of Parties:  Each party shall provide sufficient documentation to the other party to establish their identification.

Terms of Agreement: The terms of the agreement are as follows:

1. All electronic communications between the parties shall conform to the Open PGP standard protocol for e-mail exchange.

2. Financial transactions and Reports Analysis Center of Afghanistan agrees to be identified by the public key in Appendix A.  All communications that can be decrypted with this key can reliably be assumed to have originated from Financial transactions and Reports Analysis Center of Afghanistan  
3. __________________________________ agrees to be identified by the public key in appendix B.  All communications that can be decrypted with this key can reliably be assumed to have originated from _________________________.

4. All material exchanged within the scope of this agreement shall be encrypted using the public key of the receiving party and shall adhere to the AES encryption standard using at least a 256 bit key.

5. All exchanged material shall be electronically signed using the private key of the originating party.

6. Each party agrees to keep private and protect its private key and to promptly inform the other party if it has reason to believe the private key has been compromised and to provide information about the nature and date of the suspected compromise.

7. All reports and information required by law or regulation shall be sent to Reports@FinTRACA.gov.af.   Legally required acknowledgements will originate from Reports@FinTRACA.gov.af.

8. All other sensitive information shall be sent to/from info@FinTRACA.gov.af .

9. The FinTRACA shall reject all received information within the scope of this agreement that does not meet the terms of this agreement.

________________





        ________________

________________
________________   
FinTRACA
________________
________________
________________
Appendix A – Public Key for Da Afghanistan Bank Financial Intelligence Unit

-----BEGIN PGP PUBLIC KEY BLOCK-----

Version: PGP Desktop 9.0.6 (Build 6060)

mQENBERMnMUBCACuNn9TAedXm2BGMb7kGUKvEJrbzX30ou9yDakgNuFDy8ADe+tK

+jdcitevd4TKK08pGNVQjG1zSo9T2bhiPOLn2EMuJnVkjc99TFkBXfpYqAGYiscl

2OyiSaBwF6J6f+rF1yrc4wfIdsKlAXD9RkvUyLF4ThtGSMy+3jZNrdETXvb5kjdT

Eduqx+ujAa/XKLmIpxs3REwV3aZzGu22HD+hCGK/Y0Xcdvo3+bXU1LQ22mpGAp+I

TMwWGVNkKcUi/NQJ9hKfVN23xl5MOrdWCtH6j8ZoLdi6H6kGMVBH3dLskja9LTcG

6pJplrZ61X1qFhcUkweiH719VbGz/ZAwDisJABEBAAG0K1NheWVkIEphZmFyIFNh

ZGF0IDxyZXBvcnRzQGZpbnRyYWNhLmdvdi5hZj6JAYcEEAECAHEFAkRMnPYwFIAA

AAAAIAAHcHJlZmVycmVkLWVtYWlsLWVuY29kaW5nQHBncC5jb21wZ3BtaW1lBwsJ

CAcDAgoCGQEZGGxkYXA6Ly9rZXlzZXJ2ZXIucGdwLmNvbQUbAwAAAAMWAgEFHgEA

AAAEFQgJCgAKCRA43SJIU8U/LFKfB/9XH3pYFAOmdUX44cNZwCe+XpN6/1l60zav

7hv0rK9jkMiD7k6j2yGwkqLpverMVCqdrPpMK5EjHB4j306BDpw5qtUxyr2tfNjZ

KEp8+GVq9lZZGmu6sPK1V2ojFHNZDnnc3yoTlOm0SB3tYwHkRmOtp4SWGs5q4OYF

t7rbFZ2SN26fpmPfnBCHRCFTj1KXFqBXtspmtOeB2M+U2XRUKWTZvnx7OvLlxNE1

/1tyrqqlR0l7pVAVgRZV2OyUs6QXtEtWLjL1CuhHixynhia+kKmHF7VEKVfS8FHd

4Mkh9lAIE0FLAbveubn9Yi0IQt/rsoWfg+Er1QSDGhTQ1ngEnMy6iQEiBBABAgAM

BQJETKC6BQMAEnUAAAoJEJcQuJvKV618ZEQIAIZ3PfbiqNdR3PW482ZLSdRDCNpb

/tlIfuONb/PV9qPpU35HAzLzpWS6pd5F0mRdWNdiyNkugqNk40UEaEMY4AeMEttc

QJl68dZr6oO5/4y5+R1tzQSFfBrDPNRTnrsFI9IkWBv1KEb+qbqlcs79MmaP5dEC

POzJ5MAZnNhEtTIIDHE1Mf0O027m7mQe8k+PKIISMCfJzzDPulXTLJIsQHsmodzw

5ihg9Qx6aC20uIHdjlStkbs46YdxvYq0Z/fK1L+af9rcbLthLdqhzpe7WRV07b2B

31t7Q6Vn1QefXGCVs6RYJSlktLEmT4drhFFH/cqg5RNQNABj7QeKeJrZDeS5AQ0E

REycxQEIAN7QBqSUAmreomSittpBIHcI8StNk6cGeLa5pu+Diz8b+UQMfKQiuFNQ

AiNFMhmryMJl7IhjnjMsKL8KAc7I8faTyc9BlE/tx9EEpaeDrEGkR6vQkp0OS0oP

vQJdHlnMMd5nZCs7QPGMJ+3RaH42INUXPeFDJ2Z5Oq8HmIU+75jj642KVC0vAV3F

MAYMLJ8yEWAL3fUVNpb2jsei5ufxuzGcj5QQ7KkMFbxSxN7YIYhAQfmWV6koR6S/

P0CTuTgqj1PnNoB2+XwVf+4RNnGNCiVzJ56dQ4zI9rk6LP7oL/6/fCqWEAGI7Y0k

UUL6XjAwVV5k/vmvkeBZ8oSleyZbVzUAEQEAAYkBIgQYAQIADAUCREycxQUbDAAA

AAAKCRA43SJIU8U/LERpB/4hIpbL1RBM5ezF79X2SFg27+L5OZR/WtwxXL8EUlmu

EFL+TBbk2tU1ESME6Ozyve/KRWl/jiMvMeXSlrEZTxJedW6HMJSVwv7nn8kBCzno

pJIQrkJp/flpj7Xru0asKY+bSCezKyqVimkAKghEljOt1605SE68sStdQ/IoMbX3

PTuPh7IP5nsjoWkws8V8csoMB9ZhZsF4kY0pVQ8pbTW3HUzd37mD2OyGbivRfMkJ

I2YORbAiYRNazC4LXsSJrdaXGbWuyQbPsW/Er4hjzA0Ca6B6cfeLnnB6DLlzXuxl

Ihta4/ptN5YIkg/KMkuXdB83PYNDtHHTiMyuG74xSFph

=o5yd

-----END PGP PUBLIC KEY BLOCK-----
Appendix B – Public Key for _________________________________________
Address:         FinTRACA, Da Afghanistan Bank, Ibn-e-Sina Watt, Kabul, Afghanistan.
                        Tel: +93-20-2100433

